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| ntroduction

Javais anew programming language from Sun Microsystems (currently in betarelease). The Java
language has anumber of interesting properties. One property isthat it isintended to be portable, even
to the extent that programs can be dynamically loaded over the network and run locally. In particular,
small programs called applets can be loaded and run by a user's WWW browser while the user is
“surfing” the Web (HotJavais such a browser written in Java, and Netscape2.0 will support Java
applets). While thisideais very powerful, it isaso an invitation to security problems. The Java
language and runtime system (which includes libraries, the compiler, and the bytecode interpreter)
attempt to address these security issues, with the result that Sun claims Javawill be secure.

This paper evaluates the security issues raised by the Javalanguage and its intended usesin Java
enabled Web browsers and Java's proposed solutions. After abrief discussion on the background of
executable content, this paper moves on to discuss the potential security risks of executable content,
what Java's proposed solutions are, and finally an analysis of the effectiveness of those solutions.

Background on Executable Content

Executable content is the idea of sending around datathat is actualy code to be executed. Why isthe
idea of executable content so exciting? The answer isfairly simple. Power and expressiveness. Use of
the World Wide Web has exploded over the past few years, along with this growth there have been
many attempts to retrofit applications to the Web. While the Web has adapted to alow more
interesting uses through forms and scripts that run on the server, these methods are extremely limiting.
The ability to have userslocally run aprogram written in afull-fledged programming language alows
applications to be used directly over the Web.

Not surprisingly Javais not aone with itsidea of shipping around programs to run. For example, the
Safe-Tcl language (an extension of the Tcl language) attempts to provide for “"Enabled Mail" which
would allow users to send email with embedded Safe-Tcl programs. Safe-Tcl goes through great
troubles to make sure that the language satisfies strong security and portability constraints. Telescript
from General Magic aso provides many of the same features for executable content as Java, with
similar clams regarding safety and security. So why has Javareceived so much attention? The main
reason isthe Javais being supported by both Sun and Netscape. The consensus seems to be that if any
language that supports executable content will make it, Javawill.

The Problem

Before moving on to adiscussion of Java security, one should have an understanding of the potential
problems raised by executable content. The advantages of executable content come from the increase
in power and flexibility provided by software programs. The increased power of Java applets (the Java
term for executable content) is aso the potential problem. When auser is ““surfing" the Web, they
should not have to worry that an applet may be deleting their files or sending their private information
over the network surreptitiously.
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The essence of the problem is that running programs on a computer typicaly gives that program access
to certain resources on the host machine. In the case of executable content, the program that is running
isuntrusted. If aWeb browser that downloads and runs Java code is not careful to restrict the access
that the untrusted program has, it can provide a malicious program with the same ability to do mischief
as ahacker who had gained access to the host machine. Unfortunately, the solution is not as simple as
completely restricting a downloaded programs access to resources. The reason that one gives programs
access to resourcesin thefirst place isthat in order to be useful a program needs to access certain
resources. For example atext editor that cannot save filesis useless. Thus, if one desiresto have useful
and secure executabl e content, access to resources needs to be carefully controlled. The next section
takes the first step, which isto identify the resources that we are concerned about. After the resources
have been identified, some example scenarios which illustrate the problems with not providing
sufficient limitations are presented.

What Needs Restrictions?

An important part of creating a safe environment for a program to run in isidentifying the resources
and then providing certain types of limited access to these resources. Table 1 provides apartia list of a
typical host's resources aong with a classification of some of the types of attacks which can be
associated with availability of that resource. The four types of attacks are:

¢ disclosure of information about a user or the host machine

e denid of service attacks make aresource unavailable for legitimate purposes (i.e. filling the file
system)

e damaging or modifying of data, this could include datain use by other programs or by the file
system

e annoyance attacks such as displaying obscene pictures on auser screen.

Note that the table is not intended to be complete in terms of possible types of attacks, but merely
provides an example of the types of problems associated with a given resource. For example, for a
spoofing program (a program that appears to the user to be a different program) may desire to utilize
any given resource for its attack since it should appear to the user to use the same resources as the
origina program.

| Resour ce |Disc| osure|AvaiIabi lity |I ntegrity |Annoyance
|File system X X X Ix
|Network |x |x
IRandom Memory X X X Ix
|Output Devices (CRT, Speaker, etc) Ix
lInput Devices (Keyboard, Microphone, etc) [x X Ix
|Process Control X |x
|User Environment |x |x |x
System Calls X X X Ix

Table 1; Host Resources

Some of the given resources are clearly more ~ dangerous' to give full access to than others. For
exampleit is hard to imagine any security policy in which an unknown program should be given full
access to the file system. On the other hand, most security policies would not limit a program from
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amost full access to the display (assuming the program was limited in other ways).

Scenarios

This section gives afew examples of scenarios that show what types of attacks from malicious
programs can occur. The classifications of attacks will be the same as those mentioned in Section 2.1.
Of course, thislist of potential attacksis not intended to be complete, but rather give aflavor of the
types of problemsthat can arise.

Integrity Attacks
o Deletion/Modification of files.
o Modification of memory currently in use.
o Killing processes/threads.
Avallability Attacks
o Allocating large amounts of memory.
o Creating thousands of windows.
o Creating high priority processes/threads.
Disclosure Attacks
o Mailing information about your machine (i.e. /etc/passwd).
o Sending persona or company filesto an adversary or competitor over the network.
¢ Annoyance Attacks
o Displaying obscene pictures on your screen.
o Playing unwanted sounds over your computer.

Java's Approach

Javais aprogramming language. It isimportant to remember that Javaisintended to be used for both
stand a one applications and applets that are executed by Java enabled Web Browsers. Thus, the
discussion here of Java security isrealy adiscussion of the intended use of the Javalanguage as
providing a mechanism for executable content.

The Java approach to providing executable content isto have Web Browsers with an embedded Java
interpreter and runtime library. These Web Browsers can download Java programs called applets, and
have the Javainterpreter execute the program. With this model, there are three fundamental layers: the
Javalanguage itself, the standard set of Javalibraries, and the Web Browser itself. The security of the
system depends fundamentally on the security of each of these three layers.

The Language

Javais an object oriented language with a syntax that is very similar to that of C++. The important
features of the language from a security standpoint are the use of access control for variables and
methods within classes, the safety of the type system, the lack of pointers as alanguage datatype, the
use of garbage collection (automatic memory deallocation), and the use of packages with distinct
namespaces.

Java, like C++, hasfacilities for controlling the access to the variables and methods of objects. These

access controls alow objects to be used by non-trusted code with the guarantee that they will not be
used improperly. For example, the Javalibrary contains adefinition for aFile object. The File object
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hasapubl i ¢ method (callable by anyone) for reading and alow level pri vat e method (only callable
by the objects methods) for reading. The public read cal first performs security checks and then calls
the private read. The Javalanguage ensures that non-trusted code can safely manipulate a File object,
providing only access to the public methods. Thus, the access control facilities allows programmers to
write libraries which are guaranteed by the language to be safe by correctly specifying the library's
access controls.

A second facility for providing access control is the ability to declare classes or methods asf i nal .
This provides the ability to prevent amalicious programmer from subclassing acritica library class or
overriding the methods of aclass. Thus, the language guarantees that the actual method that isinvoked

on an object is the finalized method that was written for the object's compile time type. This
provides a guarantee that certain parts of an object's behavior have not been modified.

The Javalanguage is aso designed to be atype-safe language. This means that the compile time type
and the runtime type of variables are guaranteed to be compatible. This ensures that casts (operations
that coerce aruntime type to agiven compile time type) are checked at either compile time or runtime
to make sure that they are valid. This prevents the forging of access to objectsto get around access
control. Using our File example from before, this prevents the malicious code from casting aFile
object to the malicious code's MyFile type which has the same layout as the File type, but with all
methods public.

Another safety feature is the elimination of pointers as adatatype. This means that pointers cannot be
directly manipulated by user code (no pointer arithmetic). This prevents both malicious and accidental
misuse of pointers (running off the end of an array for example). Again using our File example, this
prevents the malicious code from simply accessing the private method directly by using pointer
arithmetic starting with the File object's pointer. Clearly this type-safety is a necessary part of the
access control facilities of objects, preventing forging (note that this safety is clearly lacking in C++).

The Javalanguage uses garbage collection to recover unused memory instead of relying on explicit
user deallocation. This not only eliminates an extremely common class of bugs, but eliminates
potentia security holes. For example, if Java had manual deallocation, this could provide a
round-about way of illegally casting. First, the malicious code creates a new object of type MyFile, and
then deallocates the memory used by that object, keeping the pointer. Then, the malicious code
immediately creates a File object which happens to have the same size. If thisis done carefully (with
knowledge of how the alocation and deallocation of memory works), the new pointer to the File
object isthe same as the origina MyFile pointer. The malicious code can now access the private
methods of the File object with the MyFile pointer.

Finally, the Javalanguage uses packages (similar to modulesin Modula-3, or packagesin Common
Lisp) to provide namespace encapsulation. From a safety standpoint, packages are useful because they
allow downloaded code to be easily distinguished from loca code. In particular, this prevents
downloaded code from shadowing system library code with malicious code. The Javalanguage
guarantees that when aclassis referenced the system first looks in the local namespace, and then in the
namespace of the referencing class. This aso guarantees that alocal class cannot accidently reference a
downloaded class.

TheLibraries

The standard Java runtime environment comes with avariety of useful libraries, providing file system
access, network access, awindow toolkit, and avariety of other tools. The correct specification of the
librariesis of critical importance. The language itself can provide the ability to create secure libraries,
but if the library code is not specified and written correctly the system is not secure. Since the libraries
are the part of the Java runtime that provides access to the system resources mentioned in Section 2.1,
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the correct implementation of the librariesis of fundamental importance.

The access restrictions of the libraries are based on three mechanisms. Thefirst is the Javalanguage
mechanism of providing access restrictions to object methods and variables mentioned in Section 3.1.
The second mechanism is the use of speciaized Cl assLoader sto load imported code. The final
mechanism is the use of explicit callsto aglobal Securi t yManager to check the validity of certain

specific operations
ClassL cader

The Javaruntime has two distinct ways of loading anew class. The default mechanismisto load a
classfrom afile on the loca host machine. This mechanism does not need a ClassL oader. Any other
way of loading aclass, such as over the network, requires an associated ClassL oader (i.e. a subtype of
the Ol assLoader class which has some specialized methods). The ClassLoader is responsible for
converting the raw data of aclass (e.g. bytes transmitted over the network) into an interna data
structure representing that class.

In order to have Java applets be as portable as possible, the Java compiler does not compile to machine
code, instead it compiles to bytecodes for an architecture independent virtual machine. The Java
interpreter runs a program by interpreting these bytecodes. Thus, applets are transmitted in bytecode
form instead of source code or machine code. This meansthat the ClassL oader only dealswith
bytecode.

For security reasons, the ClassLoader cannot make any assumptions about the bytecode. The bytecode
could have been created from a Java program compiled with the Java compiler, or it could have been

created by a C++ program compiled with aspecia compiler for the virtual machi ne. Thissituation
means that the ClassL oader must verify that the bytecode does not violate the safety that Java
guarantees. Aside from simple format checks, the bytecode verifier checks:

that it doesn't forge pointers

that it doesn't violate access restrictions

that it accesses objects as what they are

that it calls methods with appropriate arguments of the appropriate type
that there are no stack overflows

Along with checking the vaidity of the bytecode, the ClassL oader has the responsibility of creating a
namespace for downloaded code, and resolving the names of classes referenced by the downloaded
code.
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| Method | Description

|get| nCheck |Determi ne whether a security check isin progress
|checkCreateClassL oader Check to prevent the installation of additional ClassLoaders.
|checkAccess |Check to seeif athread or thread group can modify the thread group.
|checkExit (Checksif the Exit command can be executed.

|checkExec (Checksif the system commands can be executed.

|checkLink \Checks if dynamic libraries can be linked (used for native code).
|checkRead Checksif afile can be read from.

checkWrite Checksif afile can be written to.

|checkConnect Checksif anetwork connection can be created.

|checkListen (Checksif acertain network port can be listened to for connections.
|checkAccept (Checksif anetwork connection can be accepted.

|checkProperti es |Checks if the System properties can be accessed.
checkTopLevelWindow |Checks whether awindow must have a specia warning.
|checkPackageAccess |Checks if acertain package can be accessed.

|checkPackageDefi nition |Checks if anew class can be added to a package.

|checkSetFactory (Check if an Applet can set anetworking-related object factory.

Table 2: SecurityManager public methods

SecurityM anager

In the current release of Java (beta), the SecurityManager is not well documented. Nevertheless, from
examining the code released with the Java beta rel ease and reading what documentation does exist, a
good deal can be determined about what the SecurityManager isintended to do. The SecurityM anager
contains a number of methods which are intended to be called to check specific types of actions.
Figure 3.2.2 provides afull list of the public methods with their intended uses. The SecurityM anager
classitself is not intended to be used directly (each of the checks defaults to throwing a security
exception), instead it isintended to be subclassed and installed as the System SecurityManager. The
subclassed SecurityManager can be used to instantiate the desired security policy.

The SecurityManager provides an extremely flexible and powerful mechanism for conditionally
allowing access to resources. The SecurityM anager methods which check access are passed arguments
which are necessary to implement conditiona access policies, as well as having the ability to check the
execution stack to determine if the code has been called by loca or downloaded code.

The standard metaphor for creating library code for apotentially dangerous system resource isto only
provide access to operations that are not dangerous, and to wrap a security check (viathe
SecurityManager) around callsthat accessis provided to on alimited basis.

public boolean nkdir(String path) throws | OException {
SecurityManager security = System get SecurityManager();
if (security !'= null) {
security.checkWite(path);

}
return nkdir0();
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Figure: Example of security check. This example shows the basic metaphor: the public method nkdi r
checksthe system Securi t yManager (which will throw an exception if the check does not pass) and
then callsthe low level private method rnkdi r 0.

Java Enabled Browsers

The Web browser itself plays alarge role in the security of the system. The Web browser defines and
implements a security policy for running downloaded Java code. A Java enabled Web browser will
include a Javainterpreter and runtime library along with classes added to implement a
SecurityManager and various ClassL oaders. From a security standpoint, the Web browser's
implementation of the SecurityManager is much more critical than the implementation of the

Cl assLoaders Some discussion of how to increase security viathe ClassL oader is discussed in
Section 4.2.2.

The SecurityManager controls the access to critical system resources. This alows the writer of aWeb
browser to implement a specific security policy by subclassing the SecurityManager and overriding
certain methods, and then installing the new version as the system SecurityManager. Since the
subclassed SecurityManager implements the security policy, it iscritical that the Web browser's
version of the SecurityManager isimplemented correctly. In the extreme, if a Java enabled Web
browser did not install a system SecurityM anager, an applet would have the same access asaloca Java
application.

The Web browser's security policy can be made arbitrarily complex since the SecurityManager hooks
provide aflexible interface. Any policy that can be programmed can be used. For example, the policy
can have the SecurityManager query the user with information regarding any particul ar requested
access.

Analysis

The analysis of the security of the model for executable content provided by Javawill be done in two
sections. In the first section, the high level design of Javawill be discussed. In the fina section, the
validity of more specific parts of the implementation will be discussed.

Design

The Java security model is based amost entirely on the ability to verify the downloaded bytecode, the
ability to specify and write libraries that prevents undesired access to resources, and the ability of Web
browser devel opersto specify and write code that implements good security policies.

Why bytecodes?

The decision to transfer Java programs in compiled bytecode form is a questionable decision from a
security standpoint. The system might be more secure if Java source code was used instead of
bytecode. The use of bytecodes requires the process of bytecode verification to make sure that the
bytecode does not violate the requirements of the Javalanguage. If instead Java source code was used,
the safety of the code could be ensured by interpreting the source directly or compiling the Java code
locdly with atrusted compiler. This would be asimpler approach, since the Java compiler is aready
trusted (the Java runtime system does not perform verification on local bytecodes). The addition of a
program that checksif programsin another language (the bytecode) is compatible adds another point
of failure to the system.
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There are anumber of possible reasons for using bytecode. First, it provides a certain obfuscation,
preventing reverse engineering of Java programs. While thisis certainly true, the bytecodes are not
impossible to decompile, and there are other code obfuscation techniques that manipul ate the source
directly. Second, the bytecode representation may be somewhat smaler. Currently, thisis not true. In
every current example, including the entire HotJava browser source, the source and bytecode are
amost identical in size. Third, the process of bytecode verification may be faster than the process of
compilation. Thus, the process of downloading and running programsis less computationally intensive
and provides lower latency. This argument is fairly compelling, athough the Java team has suggested
that they might eventualy usea "Just in Time" compiler for computationally intensive programs,

suggesting the compilation is not prohi bitive. A final argument can be made that the bytecode
verifier isaless complex program than afull compiler, thus the verification of the correctnessisa
simpler process. In fact, the compiler does not have to be trusted since al bytecodes could be verified
with the trusted bytecode verifier (the loca code could be verified only once when it is compiled for
efficiency purposes).

Writing Secure Libraries

The process of writing and specifying good libraries cannot be overemphasized in the importance of
Java security. The paper Security Flaws in the HotJava Web Browser by Drew Dean and Dan Wallach
gives anumber of good examples of how the security of the HotJava Web browser is compromised by
errors in implementation of the libraries. Dean and Wallach point out flaws in the implementation of
the 1.0 dpha 3 release libraries. They show that a number of variables and methods are made publicly
accessible and do not have security checks, allowing certain breaches of security. While these specific
problems have been fixed in the beta version of the Javaruntime libraries, they show that correct
specification is not asimple task.

The problem of security is made more difficult by the fact that even if the libraries are written properly,
the writer of a Java enabled Web browser must correctly implement and specify their part of the
SecurityManager. The SecurityManager is an improvement over the previous versions more spread out
mechanisms, providing a specific and well-encapsulated way of flexibly setting up a security policy.
Nevertheless, the fact that a Web browser has direct hooks into the security of the Java system
increases the potentia for errorsin specification and implementation. While Javaitself may undergo
fairly rigorous scrutiny, it is quite possible the Java enabled browsers may not be as careful, relying on
Java's built in security.

The security of Javathus relies upon the correct implementation of afairly large code base. This
situation isaresult of Javas design choice to provide avery flexible security model. By giving
application writers hooks into the systems security, they have offered flexibility at the price of opening
potentia holes.

| mplementation

In anayzing the effectiveness of Java security, it is necessary to check if there are adequate methods of
controlling each of the resources specified in Section 2.1.

e Filesystem - Accessto thefile system iswell protected, with specific SecurityManager checks
for read and write accessto agiven file. This alows flexible policies such as access control lists
to be fairly easily implemented.

e Network - Accessto the network iswell protected. There are SecurityManager checks on the
methods necessary for both accepting and creating of sockets, aswell as protection of calsto
other network related methods. Again, these methods are flexible, alowing access controls.

e Random Memory - Protection of memory is done by the language specification itself. Thereis
protection against access to the aready alocated memory, but there is no protection against an
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applet dlocating dl of the current memory available (by creating objects).

e Qutput Devices - One protection provided for output devicesisthat any applet windows can be
forced to have a special marking noting that they are unsafe. Additionally, an applet cannot
directly access devices, instead it must use the mechanisms provided by the Javalibraries.

e Input Devices - An applet can only access the keystrokes or mouse clicks of the user when the
applet's window has been selected. Currently other input devices are not supported, although
one would assume that any access to devices such as camera's or microphones would be through
aJavalibrary which could add security checks. Currently there are no explicit security checks
involving input.

e Process Control - Access to control of threadsis fairly limited. There are SecurityM anager
checks of access the threads and threadgroups. Additionally, the maximum priority of threads
can be set to make sure an applet's thread does not dominate.

e User Environment - Accessto environment variablesis protected by SecurityManager checks.
Additiona access control to the Javalanguage environment is provided by the languages access
control mechanisms for classes.

e System Calls- The SecurityManager checks any attempted system calls, including attempts to
exit.

The control of afew of these resources stand out. First, the current SecurityManager does not have a
method for controlling the creation of top level windows (aside from forcing them to be marked as
unsafe), or control of what can be displayed or played back audibly. Second, there is no mechanism for
controlling an applet's access to user input. There are certainly situations it would be desirable to have
amore specific security policy regarding various input devices. Finaly, an applet can currently alocate
an arbitrary amount of memory by creating new objects. The problem of alocating memory is difficult
because it does not provide avery direct threat; there is no single operation or set of operations that

can be controlled. The problem is not horrible since the browser can limit the amount of memory
available to Java. The browser could aso provide amethod of killing the current Java applet, causing
the memory to be recovered.

Scenarios

Given the analysis of the access controls to resources, it is interesting to see how effective Javacould
be against the various scenarios mentioned in Section 2.2.

Integrity Attacks - Each of the mentioned integrity attacks can easily be prevented by the access
control capabilities. The malicious modification of files, memory, and threads can be prevented.

e Availability Attacks - The availability attacks are much harder to prevent. Aswas previously
mentioned, there is no current limitation to prevent the alocation of al the memory available to
Javaor the creation of thousands of windows. Java does have the ability to place some control
on the creation of high priority threads.

e Disclosure Attacks - Each of the mentioned disclosure attacks can easily be prevented by the
access control capabilities. Java provides mechanisms that both prevent an applet from accessing
sensitive information, as well as preventing the creation of channelsto deliver data. Since either
one of these would be sufficient to stop disclosure attacks, the combination is sufficient.

e Annoyance Attacks - Since graphics and audio are currently impossible to screen based on
content, annoyance attacks cannot be prevented without taking the extreme position that no
downloaded datawill be shown or heard. Java provides this particular aternative (don't useit to
download anything), but does not provide anything more flexible.

The given anadysis shows that Javais effective at preventing the more dangerous types of attacks. It
should be noted that the annoyance attacks which were mentioned are just as applicable to current
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Web browsers which do not use Java. The problem of denia of service attacksis aso fairly difficult to
prevent entirely. One can imagine a security policy that prevents the creation of more than 10
windows, or prevents the use of more than 100K bytes of memory, but these types of restrictions seem
arbitrary. Instead, it would be desirable to have Web browsers that alowed the user to explicitly kill an
applet and all of the resources that it is using. Hopefully such a mechanism will be implemented.

Digital Signatures

The use of digital signatures as amechanism for verifying that code comes from atrusted source could
play an important part in the future of Java security. Currently there is no built in mechanism for
alowing code that is verified to have come from atrusted source have specia accessto resources. The
current Java security mechanism does seem flexible enough to alow the addition of digitally signed
applets. The ClassLoader class can be subtyped to create a SignedClassL oader which first does the
digital signature verification, and then does the actual |oading of the class. The various

SecurityM anager methods can then check if the cdl isin the dynamic scope of a SignedClassLoader in
order to determine whether access should be alowed or denied. Thus, the current mechanism certainly
allows the writers of Web browsers to add specia access for digitally signed code. One might
hypothesize that it is only for lega rather than technical reasons that this schemeis not part of the
current release.

Conclusion

Some of the discussion about the security of Java needs to be put into perspective. The reason that Java
was desirablein the first place was that it provided increased power and flexibility. Thereisan
inevitable trade off between thisincrease in power and the security risk of asystem using Java. The
security measures of Java provide the ability to tilt this balance whichever way is preferable. For a
system where security is of paramount importance, using Java does not make sense; it is not worth the
added security risk. For a system such as ahome computer, many people are likely to find that the
benefits of Java outweigh the risks. By this same token, a number of systems are not connected to the
Internet because it isasecurity risk that outweighs the benefits of using the Internet. Anyone that is
considering using Javaneeds to understand that it does increase the security risk, but that it does
provide afairly good ““firewall" (to extend the Internet connection example).
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